
How to avoid a cyber-attack 
on your business

The best way to handle a serious data breach is 
to prevent it from happening in the first place. 
While no security system is 100% effective, a 
substantial number of major breaches were very 
preventable. We set out ten key steps that you 
should review when considering your IT security.

1. Ensure you understand what is important, 
applicable and relevant to your organisation

If you work in a regulated industry, ensure you 
comply with any applicable policies. Are there any 
sanctions that your organisation must adhere to? 
Do your customers demand that you comply with 
any recognised standards?

Has your organisation considered the impact 
of the General Data Protection Regulation? As a 
starting point, you should:

• Ensure you know where your data is and who 
has access to it;

• Conduct regular updates to your data policies 
and processes and ensure your employees 
comply with them;

• Review any measures you have in place to 
Prevent, Detect, and React to any breach. 
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2. Seek expert advice

There is no shortage of articles on Cyber Security 
but unless you are in the security business then it 
can be difficult to understand the jargon and the 
areas that are applicable to your organisation.

Consider outsourcing your IT. If it is already 
outsourced, then ensure your supplier provides 
proactive monitoring and keeps you updated on 
the latest threats.

Larger organisations may want to consider 
subscribing to a Threat Intelligence Service. 
These provide regular updates on:

• The latest scams and hacking techniques

• How you can detect a breach

• How you can protect your assets

Ensure you subscribe to any security newsletters 
or updates from your security vendors (Firewalls, 
Antivirus vendors etc). Some cyber criminals hunt 
for industry specific weaknesses. If your industry 
has an association or industry body, review any 
security advice they provide.

10 steps to 
better cyber 
security
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3. Identify your “crown jewels”

Each of your assets will have a different value and 
it is not cost effective to provide the highest level 
of protection to all of them. You should therefore 
identify your “crown jewels” (any asset that 
requires additional protection) and apply elevated 
security measures to them. For example:

• Your customer databases

• HR records and Payroll

• Any Intellectual Property (IP)

• Company sensitive information

4. Keep your software up to date

Outdated applications and operating systems are 
vulnerable to security breaches. Ensure that they 
are kept up-to-date and patched regularly to avoid 
weak spots that hackers can exploit.

Maintain software support agreements to provide 
access to the latest updates.

Organisations that interact with customers 
through a website should ensure that the website 
is penetration tested annually by a reputable 
security firm.

5. Ensure you have a robust password policy

A good password will have at least eight 
characters and contain a mixture of upper and 
lowercase plus special characters and numbers. 
Each additional character will greatly improve the 
strength of the password. 

Using current hacking techniques, the time taken 
to crack a password is demonstrated below.

Password tips:

•  Do not use the same password on multiple 
accounts.

• Avoid common passwords such as 
“12345678”, “Password”, “qwerty” etc.

• Passwords should never be written down, but 
to help you remember them, consider the use 
of a password manager or use a pass phrase 
that is made up from the first letter from each 
word of a sentence that is easier to remember.

• Ensure that passwords on internal systems 
expire and cannot be reused.

• For assets that require additional protection, 
consider the use of two-factor authentication.

6. Educate your staff on phishing techniques

Phishing is the most commonly used method 
for initiating a data breach. Hackers attempt to 
obtain sensitive information such as usernames 
and passwords by masking their identity in an 
email, which may appear to originate from a 
trustworthy organisation.

Some phishing emails may include attached 
documents which you should NEVER open. Most 
phishing emails will contain links to websites that 
may look legitimate but are indeed fake and will 
request that you enter sensitive information.

A common technique is to use spoofed email 
addresses. These contain domain names that are 
very similar to yours, or ones you may be familiar 
with, but typically have a single letter that has 
been changed.
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Marriott International

Towards the end of 2018, 500 million customer 
records from the hotel group Marriott 
International, were breached. 

What is more concerning is that the hackers 
allegedly had access to the data for more than 
four years before the breach was discovered.

The UK’s data regulator, the Information 
Commissioner’s Office (ICO), has confirmed it 
is investigating Marriott International, and so 
the threat of a whopping GDPR penalty looms.   

7. We have never had a security issue so why 
should we be concerned now?

Cyber security is evolving all the time, as are the 
threats (and the fines from the ICO). It must be 
continually monitored and reviewed.

In the latest HM Government, Cyber Security 
Breaches Survey 2018*, it was reported that, for 
micro/small organisations:

• 42% had identified a cyber security breach in 
the past 12 months

• Only 19% have undertaken all 10 steps of 
the Government’s 10 Steps to Cyber Security 
guidance

• Only 26% had any formal security policies

• Only 19% had any cyber security training

You may think that your data has no value, but 
would you want your customer database to be 
available to your competitors, and what about 
your confidential employee data and payroll 
information? Would your organisation survive if 
all your digital data was lost?

8. Backup your data

A data breach in a large organisation usually 
results in customer databases or intellectual 
property being stolen. In smaller organisations 
however, the Cyber criminals are not interested in 
your data, they are looking for financial reward.

Viruses have been around for many years, but 
cyber criminals see Malware and Ransomware 
viruses as a lucrative money-making opportunity. 
They can sometimes be difficult to detect and 
may remain dormant for many weeks, but in 
the background, they can be encrypting your 
data. Once finished they will display a message 
requesting you to pay a ransom before you can 
get your data back. You should never pay any 
ransom, even if it is your only option. Cyber 
criminals are not obliged to provide you with the 
key to unlock your data, so paying a ransom will 
only make the situation more painful.

The only sure-fire way of restoring your data is 
from a recent backup. Backups should be taken 
at regular intervals, typically once a day, but 
certainly no less than the duration you can afford 
to lose. Ensure you keep your backups for several 
weeks before overwriting them and test them 
periodically to ensure they are functioning and 
backing up the correct data.

All workstations and servers should have a 
reputable antivirus (AV) solution installed. This 
will often prevent a virus from causing too much 
damage, but these should be kept up-to-date. 
Some free AV solutions, and those built into the 
operating system, will detect many of the well-
known viruses, but are typically not as good as 
those that you purchase.

You can prevent many viruses from running by 
ensuring that your users are not logging into their 
workstations with admin privileges.

Ensure that all staff are updated on the threats 
they may be exposed to by having them attend 
regular IT security awareness training. It is usually 
the more senior staff who are most likely to be 
caught out by a phishing scam, so ensure they 
attend.

*The Cyber Security Breaches Survey is an Official 
Statistic, measuring how organisations in the 
UK approach cyber security and the impact of 
breaches.
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9. We might be infected, is it too late?

If you have been infected by a virus or malware, 
it may be too late to recover the data from the 
local hard disk (unless you have a backup) so you 
should try and limit the damage and prevent the 
virus from spreading to other workstations. The 
first things you should do are:

• Turn your computer off by the power button. 
Don’t try and shut it down as you would do 
normally, it takes too long.

• Disconnect any cables that are plugged into it. 
These include power, network cables and any 
external devices.

• Ignore any ransom demands. It is unlikely they 
will unlock your data anyway.

• Call your IT helpdesk or support company for 
assistance.

10. Be prepared

No organisation wants to experience a cyber 
security incident, but the reality is that most do at 
some point and, without preparation, it could put 
your entire organisation at risk.

You may be lucky and only experience isolated 
incidents, limited to one or two users with no 
residual loss of data. However, this is no reason 
to become complacent.

It is good practice to conduct a risk assessment 
and identify areas of your business that could 
be susceptible to a cyber security incident. Each 
risk should be scored based on the likelihood of 
the risk occurring and the impact it would cause 
to the organisation. This will set the priority in 
which the risks should be addressed. If you keep 
a risk log for other areas of your organisation, 
then these should be added to it and regularly 
reviewed.

Larger organisations, or those that provide 
services to government or regulated businesses, 
may be required to comply with a recognised 
Information Security Management System (ISMS) 
such as ISO/IEC 27001:2013.

Above all, be prepared.

Your email address, and some personal 
details are often captured through social 
media sites, chain emails or stolen 
databases. Compromised email addresses 
and other confidential information, are 
frequently sold on the Dark Web. 

You can check if your email address has 
been compromised by searching the 
database here.

https://haveibeenpwned.com/

